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1 O. Kara, C. Manap, A. Atalay, F. Karakoc
SHAMATA, a candidate hash algorithm for SHA-3
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All or Nothing!

Consider the difference A = Oxffff...ffff

v/ Matrix tra nsposition

v’ Column swap NN
v’ ShiftRows Qa0
v MixColumns Qaad
v’ XOR Q2000

X SubBytes

Assume it also passes through SubBytes (for now)
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On a Collision Course
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On a Collision Course

Fast Forward
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Taming the S-Boxes
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Taming the S-Boxes

Message Modification

Direct control over S-box inputs 619
Desired S-box behaviour for (0x7e, 0x81)* o |
Can fix either clock, but not both!

Our differential: OK, except for first block!

*SHAMATA-256

ot
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A Beginning is a Very Delicate Time...

Problem: Not enough freedom in first block
Solution: Find a suitable prefix block

SHAMATA-256
e Trick: Guess-and-determine & meet-in-the-middle
e O(2%) time, O(22*) memory
e Practice: 256 x 5min., 700 MB memory

SHAMATA-512
e Same differential can be used
e 2 AES rounds, so trick fails ®
e Brute force still works ®
e O(2'2®) time
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Veni, Vidi, Conflixi *

Example collision pair for SHAMATA-256
Florian Mendel, Martin Schlaeffer, Christian Rechberger (IAIK, T.U.Graz),
Sebastiaan Indesteege (COSIC, K.U.Leuven)
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The End

Mitigating the Attack?
e More clocks per message block

e More AES rounds + round constants

Conclusion
e Collision attacks on SHAMATA
e Practical collisions for SHAMATA-256
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