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" A Hybrid Filter Diffuses
11 Disparate State Variables
into One Binary Output Variable
in One Clock Cycle"”

an Important ZK-Crypt Artifact

1 Message bit diffuses o more than 200 state variables on the 15" round
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Follow Basic Tenets, {Jsing Multipermutations,
Orthogonal FBS, honh-LLINS & DecCorrelators
then Test to Prove ho Bias, ho Impossible DiffFerential

Basic Tenets

Massive Diffusion into State Variables
XOR Uncorrelated Words to Remove Differentials

Smart Combi Non-Lin & Linear to Reduce Correlations

Dual Track Orthogonal FB Precludes Message Modifiers
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The Environment -Top Half of the Data Churn

TOP STORE & XOR

TOP SPLASH MATRIX

|

2 of 3 MAJ & 3XOR

4™

101 106 16 119
(B15 B16 14 B17 B RULE
| | /?_
_ I
Hi!.:II-1I_iH+1

TOGGLE |:|

i 1

t 7 LROT LOWER FB

INTERMEDIATE STORE & XOR

19/2/2009

l

MORE OF THE SAME

WWW.FORTRESSGB.COM

RUMPSESSION



. 4 DISPLACED SPLASH MATRIX BITS ~ B RULE
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2 of 3 MAJ Vector Obviously hot strongly Correlated to
Linhear Pseudo Rahdom Qutputs
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Sle's
Foov L ~—

Hity AFFECTS X.1.t, Xge1,, Xis2,t) & Xty
Px’s FORCE Prob(®:) EVERY 4" MAJ to ITS OWN SAME VALUE
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Combining H rot 1 & H & Highly Correlated MAJ OUT
the 3 vectors slightly biased maybe |oosely Ccorrelated

X @ Lower FB is Decorrelated in Store ¢ XOR

RANDOM UNBIASED PO P1 P2 P3 CONTROL BITS EACH
INTO EVERY 4" — 2 of 3 MAJ GATE
ALONG WITH (J-2) & (J-1) R ROTATE H VECTOR IMAGES

UNBIASED MAJ FILTER EVERY 4th BIT Prob(¥) SAME VALUE

H VECTOR - 32 BIT DISPLACEMENT OF P RANDOM WORD

(J+1) LEFT ROTATE IMAGE OF H VECTOR

7/ L ROTATE LOWER FEEDBACK

o

INTERMEDIATE STORE SAVES LAST INPUT (FB+X)

CHF 4 Puring vacaor Tagekar TS b Y v
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Thx for your attention

carmi, avi, ran, tim @fortressgb.com

Cosubmitters:

Nicolas T. Courtois
Gregory V. Bard
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SUPER TIER -
REGISTER ARRAY

LOWER REGISTER ARRAY

| WHERE WEWEREm™ ™
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PRIME LFSRs/BINARY COUNTER

DIF 5 Where we are
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10 Bits from the Register Stored Diffuse into 25 bits of the
Intermediate Store & XOR ¢ into 32 bits in the Bottom Store ¢ XOR.
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